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Executive Summary 
 

This represents a progress report of the LETSCROWD approach to risk analysis of the public events 
assessment. It is based on ISO 31000 and 31010 standards and describes the steps required to prepare and 
execute such events.  

The approach starts presenting an overview on risk assessment methodology according to ISO 31000 and 
how it is influenced by LETSCROWD topic. The overview covers the following aspects: risk criteria and system 
boundaries definition hazards/threats identification, probability and consequences evaluation, resulting risk 
calculation and finally risks reduction and/or mitigation.  

The overview on risk assessment is followed by the analysis of the overall LETSCROWD requirements for risk 
assessment extracted from the European Security Model and from interviews with the LEAs in the project. 

On the basis of the requirements, improvements to SRA risk assessment, by introduction of crowd modelling 
to model specific events such as evacuation, and business analytics for assessing and extracting knowledge 
from similar events which occurred in the past are presented. 

Then, possible risk assessment techniques based on both qualitative and quantitative methods are described 
including Boston Square, fault and event trees, Bayesian approaches Monte Carlo and Fuzzy Logic techniques.  

To better identify the most suitable approaches to Dynamic Risk Assessment (DRA), the threats faced by the 
public attending the event, e.g. terrorist, are discussed and how to represent them in DRA. The three phases 
for mass gathering events, pre-event, execution and post-event are described and key activities in each phase 
presented. 

Finally, the report then introduces the idea of weak signals, its assessment, leading to understanding of 
possible terrorist threats, the technologies proposed to sense weak signals, their interaction and a method 
of assessing their impact in DRA.  

The report concludes with the following recommendations for the implementation of a practical approach: 

 The main threats of interest for LETSCROWD are those linked to terrorism including lone wolves and 
domestic extremisms, since the risks associated to clashes between different groups are already well 
known by LEAs and much more predictable in terms of dynamic behaviour. 

 Given the above assumption, most of the risks to be considered are falling within the Low Probability 
High Impact category, thus making difficult to collect data on likelihoods and consequences. 

 The Static Risk Assessment phase of the involved LEAs appears to be well structured according to 
standard principles of risk assessment and therefore it can be simply improved by introducing: 

o Crowd modelling to better assess consequences on participants; 

o Data analytics to improve the extraction of knowledge from databases of past events. 

 The difficulty in collecting statistical evidence on the most critical threats makes the qualitative 
approaches more appropriate for the LETSCROWD Dynamic Risk Assessment, taking also into account 
the need to have the “man in the loop”. 

 The most promising approach appears to be a situational awareness tool integrating: 

o Real-time GIS able to manage heterogeneous alerts. 

o A standardised protocol to handle risk-related geo- and time-referenced alerts. 

o A semi-automatic procedure to  

 Manage the alerts and evaluate how they dynamically contribute to the risk(s) for which 
they can be considered precursors. 
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 To display the most significant alerts to the operator to allow him to dynamically modify 
the levels of the different considered risks accordingly; 

 Identify and show to the operator the most appropriate procedures to handle the new 
levels of risk. 
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1 INTRODUCTION 

1.1 PURPOSE OF THE DOCUMENT 

This document is the first version report on WP3 risk assessment, including identified vulnerabilities, threats 
and hazards, the related likelihoods and consequences and possible approaches to implement a methodology 
for static and dynamic risk assessment in mass gatherings. 

1.2 SCOPE OF THE DOCUMENT 

The scope of this document is: 

 To introduce risk assessment and the LETSCROWD approach towards Dynamic Risk Assessment (DRA) to 
be consolidated in Deliverable D3.4. 

 To provide an analysis of the problem of risk management for mass gathering events, highlighting the 
possible security threats to the crowd. 

 To briefly propose improvements to the current practices for Static Risk Assessment (SRA). 

 To analyse the weak signal detection methodologies introduced in LETSCROWD, relate them to the 
identified threats and to evaluate their potential detection capabilities. 

 To suggest possible options for the design of the DRA methodology to be further developed in D3.4.  

1.3 STRUCTURE OF THE DOCUMENT 

The document is structured as follows: 

 A brief description of the possible approaches to risk assessment is introduced in Section 2. 

 Section 3 summarises the DRA requirements extracted from the European Security Model (ESM), the 
Deliverable D2.2 and from a series of interviews with the LEAs in the project. 

 Section 4 proposes two possible improvements for the Static Risk Assessment phase: crowd modelling 
and business analytics for extracting knowledge from past events. 

 Section 5 introduces the possible approaches to dynamic risk assessment providing some examples of 
where they have been used to deal with security issues. 

 The threats faced by mass gathering events and the phases of risk assessment with their peculiarities are 
analysed in Section 6. 

 Section 7 briefly analyses the weak signals sensed with the technologies developed in WP5 of 
LETSCROWD and provides some hints on how to use them in Dynamic Risk Assessment. 

 Finally, Section 8 offers a view on how to develop the first version of the Dynamic Risk Assessment 
methodology that will be the core of WP3. 

1.4 DEFINITIONS 

Table 1 proposes a list of definitions that will be used across the entire document to clarify the meaning of 
the main concept introduced by the proposed approach. 
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Table 1 - Definitions 

Term Definition 

Dynamic Risk 
Assessment 
(DRA) 

The Dynamic Risk Assessment is defined by the Health Protection Agency (HPA)1 in UK 
as the “continuous assessment of risk in the rapidly changing circumstances of an 
operational incident, in order to implement the control measures necessary to ensure an 
acceptable level of safety”. 
In LETSCROWD the Dynamic Risk Assessment definition can be modified as follows: 
“The continuous assessment of risk in the rapidly changing circumstances of mass 
gathering events, in order to implement the control measures necessary to ensure an 
acceptable level of safety and/or security”. 

Hazard Something that is dangerous and likely to cause damage 

Mass Gathering A Mass Gathering event can be defined (World Health Organisation (WHO), 2008) as: 
“more than a specified number of persons (which may be as few as 1000 persons 
although much of the available literature describes gatherings exceeding 25000 
persons) at a specific location for a specific purpose (a social function, large public event 
or sports competition) for a defined period of time. In the context of this document, an 
organised or unplanned event can be classified as a mass gathering if the number of 
people attending is sufficient to strain the planning and response resources of the 
community, state or nation hosting the event”. 

Security Security is defined in the Cambridge Dictionary (Cambridge University Press, s.d.) as 
“Protection of a person, building, organization, or country against threats such as crime 
or attacks by foreign countries” 

Situational 
Awareness 

According to (Endsley M.R., 1995) “Situational awareness is the perception of the 
elements in the environment within a volume of time and space, the comprehension of 
their meaning and a projection of their status in the near future”. 

Threat An expression of intention to inflict evil, injury, or damage 

Weak Signal A weak signal can be defined (Paul J.H. Schoemaker, 2009) as “A seemingly random or 
disconnected piece of information that at first appears to be background noise but can 
be recognized as part of a significant pattern by viewing it through a different frame or 
connecting it with other pieces of information”. 

 

 

 

  

                                                

1 http://www.istr.org.uk/docs/dymamicriskassessment.pdf  

http://www.istr.org.uk/docs/dymamicriskassessment.pdf
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2 INTRODUCTION TO RISK ASSESSMENT 

2.1 INTRODUCTION 

The proposed methodology is based on a standard risk assessment approach compliant with the following 
standards 

 ISO 31000 “Risk management” (International Organization for Standardization, 2009); 

 ISO 31010 “Risk management – Risk assessment techniques” (International Organization for 
Standardization , 2009). 

It will then focus on the aspects arising from the specificities of addressing the mass gatherings event risk 
assessment and in particular:  

 How to improve the current Static Risk Assessment (SRA) approaches of Law Enforcement Agencies 
(LEAs) using crowd modelling and analytics on past events. 

 How to introduce the concept of Dynamic Risk Assessment (DRA) into the LEAs’ current practices. 

The risk management process proposed by the ISO 31000/31010 International Standards and the steps in 
which LETSCROWD augments the standard approaches are indicated in Figure 2-1 where green boxes are the 
steps affected by specific LETSCROWD aspects. 

 

 

Figure 2-1 - The standard ISO 31000 procedure and LETSCROWD aspects 

 

2.2 GENERAL RISK ASSESSMENT PROCEDURES 

Risk assessment is a process that allows to understand risks, defining acceptable levels of risk, risk criteria 
and reducing risks by proposing risk mitigation.  

define risk criteria

define system boundaries

postulate scenarios

identify hazards & threats

analyse 
consequences

determine probabilities/  
likelihoods

calculate risks

assess risks against criteria

select mitigations
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In LETSCROWD the assessment will be limited to risk assessment for public mass gathering events only. 

A risk is defined as the product of probability of hazard/threat occurrence and the severity of the resulting 
consequences (International Organization for Standardization, 2009): 

Risk = (Probability of hazard/threat) * (Consequences) 

Following the ISO 31000/31010 standard, the overall procedure for risk assessment is summarised in the 
following paragraphs. 

2.2.1 System boundaries definition 

The System boundaries definition phase is essential to define precisely the physical and operational 
boundaries under the assessment of the mass gathering events and will involve the overall area of the event 
inside the main cordon as well as outside areas designated as part of the event control. The whole 
administration and control processes of the event is part of the system definition. 

2.2.2 Risk criteria definition 

This step is dedicated to identifying the criteria that will be used to judge the tolerability of the risks predicted 
during the assessment (e.g. ALARP As Low As Reasonably Possible, ALARA As Low As Reasonably Achievable, 
etc.). There are several options that must be considered, mainly, general principle of risk control, the risk 
envelope, average or peak risk, measure of risk, and values of risk limits. 

Risk criteria define the frame of reference used to evaluate the significance or importance of an event’s risks. 
The risk criteria help to determine whether an evaluated level of risk is acceptable or tolerable. 

Risk criteria should reflect society’s and organisation’s values, policies, and objectives. They should consider 
the views of all the stakeholders, and should be derived from standards, laws, policies, and other 
requirements. The criteria will encompass the organisation operation and type of risks. These can be 
classified (International Organization for Standardization, 2009) as: 

 human health and safety where criteria for societal risk are well established; 

 operational/business; 

 environmental protection; 

 legal and regulatory compliance; 

 cost; 

 project schedule; 

 reputation; 

 finances. 

LETSCROWD will mostly concentrate on the human health and safety risks, i.e. the health and safety of the 
crowd taking part to the event, the LEAs’ agents and the organiser’s stewards. 

2.2.3 Postulate scenarios 

In this phase, events leading to a possible risk must be postulated. A number of such scenarios associated 
with possible threatening attacks to the crowd will be defined at the start of the assessment. So, the analyst 
will choose the level of detail necessary to carry out the assessment and check the consistency of this level 
with the purpose of the risk assessment. 

Possible sources of information for this phase are: 

 The past experiences (direct or through international cooperation) of the LEAs. 
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 Private (intelligence) or public sources like the database of past attacks like the Global Terrorism 
Database2 (GTD) of the National Consortium for the Study of Terrorism and Responses to Terrorism in 
USA. 

2.2.4 Identify Hazards/Threats 

The success of a risk analysis depends on the identification of potential hazards and threats. Hazards may 
emanate from two categories 

 Internal Hazards - Hazards intrinsic to the site or activity associated with the mode of operation (i.e. the 
crowd and the venue) 

 External Hazards and Threats - emanating from outside the defined operational boundaries. The 
identified potential accident scenarios will be used in identification of hazards for subsequent risk 
analysis.    

The hazards and threats postulation can be considered using any historical data, expert elicitation or by 
means of structured brain storming. The following methods can be useful for identification of hazards and 
threats to ensure that the list is as comprehensive as possible: 

 What-If analysis to consider what threats and hazards may occur during the event and it is carried out by 
people with the local knowledge of the event area, together with people with knowledge of the 
operations and procedures. 

 Use of Checklists on the basis of past events and brain storming to identify hazards and threats which 
may occur. 

 By means of HAZOP studies (Hazard and operability study) to identify threats and hazards. For this type 
of analysis, an inter-disciplinary team of experts will be required. 

 Other techniques which can be used are Failure Mode and Effect Analysis (FMEA) or Fault Tree Analysis 
(FTA).   

Once hazards and threats are identified, strategies to respond to/mitigate such hazards and threats are 
developed to protect the public and/or infrastructures involved. A hazard/threat log book is maintained 
together with groups of similar threatening events, such that if during the actual event, a threatening event 
occurs which has not been identified earlier, the organiser may use interpretation between analysed threats 
to apply a mitigation procedure which is appropriate for current threatening event. Possible options for 
hazard/threat control are: 

 Elimination  

 Substitution  

 Enclosure  

 Guarding 

 Safe/secure systems  

 Written procedures  

 Adequate supervision  

 Training 

 Information  

 Personal protective equipment  

 Awareness  

 Intelligence 

However not all these controls can be applied to all situations. 

Moreover, in responding to any risk, any mitigations considered must be proportionate to benefit, so in most 
cases Cost Benefit Analysis (CBA) should be initiated. This is particularly important when applied to the 
emergency services, because individuals may be risking their personal safety to rescue others. 

                                                

2 http://www.start.umd.edu/gtd/  

http://www.start.umd.edu/gtd/
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Minor 1 Small impact on mass gathering, can be managed with little impact on the event 

2.2.7 Assess Risk  

For each potential hazard considered, the level of risk will be evaluated from the level of consequence and 
the probability of the hazard occurring. 

After having set the values obtained for likelihood and consequence for a given threat, asset and risk type, a 
risk level is estimated using a risk matrix as shown in Table 5 below (cells in red correspond to HIGH risk, 
yellow to MEDIUM risk and green to LOW risk). 

 

Table 5 - Example of a risk matrix (for each type of risk) 

Li
ke

lih
o

o
d

 o
f 

th
re

at
(s

) 

Highly probable/Likely 10 20 50 100 

Medium/Possible 5 10 25 50 

Low/Remote 2 4 10 20 

Negligible/Unlikely 1 2 5 10 

  Minor Low/Moderate Medium/Major High/Severe 

  Consequences (severity) of associated threat(s) 

 

The risk can fall into: 

 Low Risk (green) – can be considered as acceptable without review, 

 Medium Risk (yellow) – Acceptable risk level but review is required by management and controls put in 
place, 

 High Risk (red) – Risk reduction is required to acceptable level. 

The identified risks should be recorded in a risk log for future assessment and monitor how these could vary 
as function of time. 

2.2.8 Assess risk against criteria  

Once the risk level is evaluated it will be assessed against defined risk criteria. For events exceeding the 
criteria, measures must be postulated for reduction of this risk to an acceptable level.  

2.2.9 Risk reduction/mitigation measures and related procedures 

For events exceeding the risk criteria, measures must be identified for risk reduction /mitigation.  In this 
process it is necessary to ensure that ALARP (As Low As Reasonable Practicable) is demonstrated. The 
mitigation could be based on methods for reduction in the level of consequence or reduction in frequency of 
the hazard (Federal Emergency Management Agency (FEMA), 2005). In most cases procedures for how to 
deal with such risks must be written and checked for practicality. In all cases training in safety and risk should 
be initiated for all involved in safety management. Especially, the written procedure could be very useful for 
controlling dynamic risks. 

More details on the risk reduction/mitigation measure will be considered in LETSCROWD Task 3.3 and related 
deliverables. 

The mitigation procedures should be documented to present the mitigation strategy. Once reviewed and 
submitted to relevant stakeholders and responsible people, these should be adopted. These procedures 
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should be also checked and updated with time to ensure applicability at a given time, e.g. procedure to be 
taken receipt of bomb threat3. 

                                                

3 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/552301/Bomb_Threats_Form_
5474.pdf  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/552301/Bomb_Threats_Form_5474.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/552301/Bomb_Threats_Form_5474.pdf
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DRA_08 The strategic long-term decisions part of DRA shall be based on post-event forensic analysis of the 
dynamic evolution of the risk conditions: changes to the current mitigations solutions, improved 
communications solutions, training of the staff, etc. 

DRA_09 The tool will be first in English, and then translated into other languages after it is proved to be 
reliable 

DRA_10 During DRA the tool shall be able to detect patterns of weak signals representing a specific threat 
and its associated likelihood and possible consequences 

DRA_11 The weak signals to be used by DRA should come from heterogeneous sources including crowd as 
sensor, security personnel as sensor, video analysis from cameras on poles, video analysis from 
cameras on drones, social media analysis, etc. 

DRA_12 When dealing with weak signals, the DRA tool shall consider also the environmental conditions 
that transform an apparently insignificant signal into threats 

DRA_13 The DRA tool shall allow to define risk criteria and system boundaries, postulate scenarios and 
identify threats (according to ISO 31000). 

DRA_14 The DRA tool shall allow to list and display weak signals with trustable geo-localisation information 
and time stamp 

DRA_15 The DRA tool shall graphically display geographic and/or time correlations between weak signals. 

DRA_16 The DRA tool shall attract operators’ attention on weak signals and/or patterns of weak signals 
that could become threats and also alert operators when these become threats highlighting them 
using alert scales. 

DRA_17 The DRA tool shall include a juridical recorder to allow forensic analysis by securely storing all the 
received weak signals, the detected patterns of weak signals and the sequence of decisions taken 
by the operator 

DRA_18 The IT infrastructure supporting the collection of weak signals and its delivery to DRA tool shall 
ensure a correct time sequence by using a universal trustable time source. 

DRA_19 Records and documentation as part of the police and judicial proceedings 

3.3 FEEDBACK FROM VISIT TO LAW ENFORCEMENT AGENCIES (LEAS) 

3.3.1 Introduction 

The feedback from LEAs has been collected: 

 At the plenary meetings of the Consortium. 

 During a visit to the following LEAs: 

o Local Police Voorkempen (LPV, Belgium) on 24 October 2017 in Antwerp. 

o Ayuntamiento de Madrid (ADM, Spain), Gobierno Vasco Departamento Seguridad (ERT, Spain) 
and Ministerio Da Administracao Interna (PSP, Portugal) on 8 November 2017 in Valencia at ETRA 
premises. 

o Hochschule Fur Den Offentlichen Dienst in Bayern (BayFHVR, Germany) on 9 November 2017 in 
Munich. 

3.3.2 Synthesis of the visits to LEAs 

The feedback from the LEAs can be summarised in the following points: 
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 All LEAs are carrying out Static Risk Assessment for mass gathering events using similar qualitative 
approaches based on national regulations and having as a basis the ISO 31000 standard (International 
Organization for Standardization, 2009). An example is the "Veranstaltungsicherheit" Manual used by 
BayFHVR. 

 The risk assessment for mass gathering events is organised in strict cooperation with the event’s 
organiser (a private or public organisation that normally starts the procedure). Normally, the organiser 
assesses the safety risks while the LEAs are reviewing and, if needed, revising the safety assessment 
implemented by the organiser adding the security risks. An example of the organisation of a security 
event is given in Section 10 “Appendix 1 - Example of a security event in Germany”. 

 The level of risk (in a scale of 3 or 5 levels) for all possible threats is typically determined by the 
commander assigned to the event according to his experience (or more in general expert knowledge) 
and the collected information. 

 Currently LEAs do not use any specific SW tool, using mostly brainstorming to statically and dynamically 
assess the risks of an event. 

 The level of risk is typically assessed locally (municipality/province) and escalated at the national level 
only if necessary. 

 Local regulations are affecting the way in which risk is assessed in each regional or national territory. An 
example is the New Bavarian law to be published in early/mid 2018 which will regulate the CCTV crowd 
surveillance and will therefore have an impact on LETSCROWD suspicious behaviour and suspicious 
objects detection. 

 Data related to past events is collected, even if not always systematically, but, at least at the local level, 
automated analytic tools are not yet used to elicit knowledge from data. 

 Man must be “in-the-loop” in any decision step. Automated tool can only be in support to the decision-
making process and final decision shall be left to responsible person(s). 

 Each sensed weak signal should include 

o Time 

o Geolocation (if available/feasible) 

o Type of weak signal 

o Snapshot and/or synthetic information related to the event it is referring to 

o Possibly reliability of the information 

 The DRA approach should be focused mostly on prevention activities. 

These aspects will be incorporated into LETSCROWD methodology. 
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4 IMPROVEMENTS TO STATIC RISK ASSESSMENT 

Currently in Europe mass gathering events are already supported by well-defined Static Risk Assessment 
procedures based on traditional static information gathering approaches to determine possible safety and 
security risks and related mitigations. This has been confirmed by the interviews to the LEAs involved in 
LETSCROWD. 

Moreover, according to the feedback from LEAs (Section 3.3), the current Static Risk Assessment approaches 
could be improved with the introduction of: 

 Crowd modelling and simulation tools to better analyse possible consequences on crowds during 
evacuation in the presence of a given attack. 

 Analytics tools to better process past data archives to find correlations and compute risk parameters (e.g. 
the likelihood of a given event). These approaches have been recently introduced and heavily rely on the 
performances of the technology and on the availability of (well structured) data. 

The above aspects are described in more detail in the following sections. 

4.1 CROWD MODELLING 

Crowd modelling for mass gatherings is an assessment of the likely dynamics, behaviour and characteristics 
of a crowd, most commonly undertaken during the planning of the mass gathering. Currently, the assessment 
is most commonly undertaken by expert consultants on behalf of event organisers or LEAs to assess the 
following: 

 What is the capacity of different areas of the Mass Gathering? (e.g. viewing areas, routes, entry points) 

 Forecast various characteristics of the crowd related to safety (e.g. density, speed, evacuation time) 
during different scenarios (ingress, circulation, egress, emergency) 

 Test “what if” scenarios for crowd movement, including emergency egress situations 

An important element of crowd modelling is the simulation of crowds using advanced computer algorithms. 
This type of software can provide a detailed analysis of the effects on a crowd during a mass gathering. 
Task 5.1 aims to develop such a tool that can be used by experts in crowd modelling (possibly required of the 
event organiser) or even LEAs themselves, albeit by a trained operator. 

This type of analysis and the Task 5.1 simulation can be used throughout the SRA process for one or more of 
the following purposes as appropriate to the mass gathering and risks being assessed: 

 Identify potential hazards to crowd safety by testing different scenarios (e.g. during egress, the 
simulation identifies high crowd density at one exit) 

 Measure potential consequences of identified hazards to the crowd. For example: 

o Potential Hazard: a route may have to be closed due to nearby construction 

o Crowd Modelling: The simulation will test the impact this may have on the crowd movement 

o Consequence: the simulation results show low density when crowds reroute, meaning 
consequence can be considered low 

 Plan for and optimise proposed mitigation procedures, relating to crowd management, that arise from 
SRA 

 Re-test consequences after risk mitigation has been identified 

Such results could help the quality of risk assessment, and identify new risks based on crowd movement or 
proposed LEA tactics. 
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Figure 4-1 - Example of crowd simulation from T5.1 

 

4.2 ANALYTICS ON EXISTING DATABASES 

The use of big data analytics for criminal and forensic investigation is starting to be a hot topic in both the 
academia and law enforcement agencies daily use (e.g. the Detroit Crime Commission4 is using data analytics 
tools to find human and crime relationships5). 

According to (Pramanik M.I., 2017), analytics on criminal data can be applied for: 

 Relational Analysis Purposes: to extract patterns of criminal activities, to predict the probable time and 
place of crime to take place, and to identify the different members of a criminal network through 
behavioural profiling. 

 Positional Analysis Purposes: to answer questions like “What types of roles does a specific individual or 
group appear to be playing within a criminal network?”. 

More work on this topic is expected to be carried out in LETSCROWD WP4. 

 

                                                

4 https://detroitcrimecommission.org  

5 https://www.datameer.com/wp-content/uploads/2015/09/detroit_crime_commission_testimonial.pdf  

https://detroitcrimecommission.org/
https://www.datameer.com/wp-content/uploads/2015/09/detroit_crime_commission_testimonial.pdf
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5 POSSIBLE APPROACHES TO DYNAMIC RISK ASSESSMENT 

The risk assessment can be conducted using a) qualitative or b) quantitative risk assessment methods as 
extensively described in (Haimes, 1988) and (Vose, 2000). 

Qualitative risk assessment: The qualitative risk assessment approach is based on identifying 
threats/hazards and consequences and evaluating the estimated risks 
from the perceived likelihood and consequence of each. For example, 
scales such as those shown in Table 2, Table 3 and Table 4 below can be 
devised to categorise the likelihood and consequence of a given risk 
event. 

The evaluated risk can then be categorised (e.g. as “low”, “medium” or 
“high”) using the “Boston Square” method (International Organization 
for Standardization , 2009). The Boston Square approach has the 
advantage of relative simplicity but is very subjective and open to bias. 

Quantitative risk assessment: Quantitative techniques may be more appropriate in several 
circumstances, including: 

 when there are concerns that significant hazards/threats may be 
overlooked by qualitative approaches; 

 where there may be uncertainties over the likelihood or 
consequence (or both) of a system going wrong and where 
quantifying these may reduce uncertainty; 

 where qualitative assessments indicate a significant number of high 
risks in a system, hence there is a need to prioritise risk reduction or 
mitigation work using more robust techniques, especially when 
significant levels of spending are required. 

The quantitative risk analysis techniques available are generally those 
that have been used in health and safety and natural disaster risk 
assessment for some time. However, it is important to understand some 
of the limitations of these techniques when applied to mass gathering 
event risk assessment. These are discussed in some detail in the 
following section. 

The more detailed risk assessments may be based upon a scenario 
approach or be based upon Monte Carlo simulation (probabilistic 
systems assessment (PSA) approach) taking advantage of qualitative 
data and quantitative inputs and assessments. 

5.1 QUALITATIVE APPROACHES 

The simple qualitative risk assessment approach is based on identifying threats/hazards and consequence 
and evaluating the estimated risks from the perceived likelihood and consequence of each threat/hazard. 
The likelihood values of a hazard can be estimated using: 

 Historical data 

 Elicitation from experts 

 Fault tree analysis 

Qualitative approaches can benefit from the adoption of GIS-based situational awareness tools to help 
stakeholders in: 
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 Having a correct understanding of time-varying scenarios; 

 Immediately perceiving changes in the level of risks. 

5.1.1 Historical data collection 

The systematic collection of prior knowledge from historical data is intended to identify existing information 
that may help the risk assessment process, but care must be exercised to ensure data relevancy.  

The consequences associated from a given hazard can be obtained from historical data or empirical 
evaluation or modelling. The fatalities and injuries caused by an accident can be scaled up or down on the 
basis of the size of the event and on the changing habits of event organisers. Using modelling software e.g. 
HAZUS6, it is possible to estimate number of fatalities and injuries resulting from different strength 
earthquakes, floods and strong winds: similar approaches could be adopted also for the mass gathering 
security issues faced by LETSCROWD. As an example, the consequence of a bomb blast on evacuation 
distance can be estimated by and using the data provided by Office of the Director of National Intelligence7 
shown in Figure 5-1. 

 

 

Figure 5-1 - Explosive evacuation distance 

 

5.1.2 Elicitation of knowledge from experts 

The data for risk evaluation, outlined above, can be elicited from experts. It is suggested that this data 
collection will include: 

                                                

6 https://www.fema.gov/hazus-software  

7 https://www.dni.gov/files/NCTC/documents/features_documents/2006_calendar_bomb_stand_chart.pdf  

https://www.fema.gov/hazus-software
https://www.dni.gov/files/NCTC/documents/features_documents/2006_calendar_bomb_stand_chart.pdf
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1) Hazards and threats applicable to crowd gathering and management,  

2) Likelihood of occurrence (according to and agreed scale), 

3) Consequences’ magnitude (according to and agreed scale), 

The elicitation can be conducted with individual experts separately or by means of group elicitation. 

The advantage of a group session is that the interactions between participants with differing experience and 
expertise tend to promote broader thinking and take better account of the interfaces between subsystems 
and activities. Such sessions can also have more immediate and wider benefits in terms of the overall safety 
culture, by promoting awareness of existing hazards and understanding of differing viewpoints. 

In the formal group elicitation, the format of such sessions is usually based on the application of a set of 
prompts (keywords) to some structured breakdown of the system or process being considered. Thus, for 
example, keywords such as NOT DONE or MISUNDERSTOOD can be applied to each task in a procedure to 
prompt participants’ thinking about how it might go wrong. The structured format promotes comprehensive 
consideration of the problem, whilst the keywords encourage creative thinking. 

The elicitation from experts can concentrate on individual value, or on parameter distribution representing 
uncertainty. The evaluated risk can then be categorised as “low”, “medium” or “high” using the “Boston 
Square” method described earlier. 

Assessing the risk against risk criteria, any risk above the criteria must be reduced, by decreasing the 
likelihood or decreasing the consequence. This process of risk reduction is mitigation process. 

The uncertainty treatment in the case of a lack of a mathematical model, is to elicit the risk values by asking 
the experts to provide the values by means of ‘subjective’ Probability Density Function (PDF) reflecting the 
expert belief regarding the value range. The experts can also judge the shape of the PDF. The experts can 
select the PDF from a range of functions (e.g. see Table 6). 

In practice Uniform PDF is quite useful where only minimum and maximum values are available. A Triangular 
distribution function is also very useful, since it can be defined by three parameters:  minimum, most likely 
and maximum values, and has the advantage that it is easy to visualise and understand their mining. 

 

Table 6 - Example of Probability Density Functions (PDF) 

PDF  Representative values PDF Representative values 

Uniform Min, Max Normal Mean, Standard Deviation (SD) 

Triangular Min, Max, Mode Exponential Min, Mean 

Beta Min, Max, Mean, SD Gamma Min > 0, quantile 

 

Expert elicitation sessions should be prepared and conducted in such a way so as to reduce the bias in 
subjective judgement and errors in the result outcome. The participants in the elicitation exercise should be 
provided with a briefing document outlining the elicitation procedure and it should be stressed that 
consensus is not the main goal of the process. The elicitation of risk value should follow the methodology 
outlined in previous chapter. The risk value from each expert can be a single value or PDF parameters 
depending on the type of risk considered. The elicitation session is normally followed by post-elicitation 
discussion and feedback analysis of outcome and aggregate of results. 

5.1.3 Fault Tree Analysis 

Fault Tree Analysis (FTA) is a systematic method of system analysis that examines the system using a top-
down approach providing graphical symbols for easy of understanding and incorporates mathematical tools 
to focus on critical areas. Logic trees are important tools for exploring the scenario space, analyzing uncertain 
events, defining scenarios, and assessing risks. According to ISO31010 (International Organization for 
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Standardization, 2009), FTA is a “technique which starts with the undesired event (top event) and determines 
all the ways in which it could occur. These are displayed graphically in a logical tree diagram. Once the fault 
tree has been developed, consideration should be given to ways of reducing or eliminating potential causes / 
sources”. FTA can provide both qualitative and quantitative outputs and can be used for risk identification 
and analysis. 

FTA has started to be used also to analyse terrorism risk both qualitatively to assess bioterrorist risks to the 
U.S. food supply (Hope, 2004) and quantitatively to assess terrorism risk in U.S. (Ezell B.C., 2010). 

5.1.4 Situational awareness and Geographic Information Systems 

Another tool for planning and monitoring a public event is time dependent Geographic Information Systems 
(GIS). A GIS is a sophisticated mapping application which is built on the concept of spatial data. 

The system allows to visualise site information, demographic and any other data with a spatial component. 
A major concept of GIS is ease of viewing such data, and in particular time dependent data. 

For the application to public events, the venue area is represented as a map of the area large enough to show 
all the cordons setup by the organisers with the help of the relevant services, police, fire brigade, emergency 
services. The map of all local streets and major buildings could be mapped in this way together with any 
useful information. 

Other data which could be useful is as follows: 

 All ingress/egress locations to the venue (time dependent), 

 Amenities on the event site, 

 Position of emergency services, rescue centres, 

 Risk areas, 

 Procedures for emergency, (risk), bomb location and disposal, 

 Evacuation routes, 

 Location of unattended packages (as the information is coming) 

 

GIS can also be used to: 

 Control and or simulate the movement of public in emergency, 

 Display CCTV video streams as they are received, 

 Display ad geo-locate alerts (see Section 5.1.5 for a more detailed discussion) 

 Track movement of suspected terrorists/lone wolves as function of time, 

 Quickly recover useful information for the management of emergency  

 Other information. 

 

Current COTS real-time GIS products (e.g. ArcGIS from ESRI8) are typically able to answer questions like: 

 Where are additional Urban Search and Rescue teams necessary to improve response time and 
capability? 

 Where should fire stations be located if a five-minute response time is expected? 

                                                

8 http://www.arcgis.com/features/index.html  

http://www.arcgis.com/features/index.html




https://www.oasis-open.org/



























































































